NndopmalinoHHas NamMsITKA /Il HeCOBEPILIEHHOJIETHUX 110 BOIPOCamM
KkuOepbezonacHoCTH
B ceTH «HTepHED

KoMnbioTepHble BHPYCHI
KoMIproTepHelil BUPYC - 3TO pa3sHOBUAHOCTb KOMITBIOTEPHBIX MPOrpamM,

OT/IMYHTENBHOH OCOGEHHOCTHIO KOTOPO# ABNAETCS CHOCOOHOCTh K Pa3MHOMEHHIO |
(xonupoBanui0). B nomonHenwe X ITOMY, BHUPYCBl MOrYT NOBPEOUTH WM
NOTHOCTBIO YHHYTOXHUTE BCe (aibl U JaHHbIE, TOAKOHTPOJbHBIE MOJIb30BATEIIO,
OT UIMEHH KOTOpOro Obina 3amyilleHa 3apax€HHas MporpamMMa, a TakXKe MOBPEAUTh
WM JaX€ YHHYTOXHTb ONEPalMOHHYIO CUCTEMY cO BceMH ¢aitnamu B 1enoM. B
OONBIIMHCTBE CITy4aeB PacHpOCTPaHIAIOTCA BUPYChHI Yepe3 MHTEPHET.

MeTonbl 3aL1HTBI OT BPEIOHOCHBIX NPOTPaMM:

1.  HMcnone3y#i COBpeMEHHbIE€ ONE€palliOHHBIE CHCTEMB], HMEIOILHE
CepbE3HBIH YPOBEHD 3alUThl OT BPeAOHOCHLIX POrpaMM;

2. TlocrosHHo ycraHaBnuBaii maryx (LMGpOBBIE 3aIUIATKH,
KOTOPBI€  aBTOMATHYECKH YCTAHABJIUBAIOTCA C LENbl0  JOpaboTKH
NporpaMMel) M Apyrde OOHOBIECHHSA CBOEGH ONEPALMOHHOH CHCTEMBL.
CxauuBaii UX TOnbKO ¢ oduuHaibHOro caiita paspaborunka OC. Ecnu
CyLUIECTBYET PEXXHM aBTOMATH4YECKOI'0 OOHOBIIEH!S, BKIIIOYH €r0;

3.  PaGoraii Ha cBOEM KOMIBIOTEpE IOJ [TPaBaMH NOJB30BATENs, a
He aJMHMHUCTpATopa. OTO HE MO3BONUT OOJBIIMHCTBY BPEIOHOCHBIX
[porpaMM MHCTAJUTMPOBATBCA Ha TBOEM IIEPCOHAIBHOM KOMIIBIOTEDE;

4.  Hcnone3yi aHTHBMPYCHBIE NPOrpaMMHbIE IIPOLYKTH! H3BECTHBIX
NPOM3BOJUTENEH, C BBTOMAaTHYECKHUM OOHOBJIEHHEM 0a3;

5. Orpanuup Qu3uyeckHii JOCTYN K  KOMIIBIOTEpY  JUIA
OCTOPOHHUX JIHLL;

6. Hcnonb3ydl BHeIIHWE HOCHTENH HHQOpMalMH, TaKHe Kak
dnemka, auck wund ¢ain u3 MHrepHeTra, TONBKO K3 IPOBEPEHHBIX
HUCTOYHHKOB;

7. He ortkpeiBaii xommbloTepHble (aiinel, MNONyYEHHBIC U3
HEHaAEXKHBIX HCTOYHUKOB. Jlaxxe Te (paiinpl, KOTOpBlE MNpHCIal TBOH

3HaKOMBIH. JIy4lie yTOYHH y HEro, OTIpaBIsAi JI1 OH TeDe UX.




Cern WI-FI
C nomompio WI-Fi MOxHO mony4yurs GeCIUIaTHBEIM HHTEPHET-IOCTYNI B
, OOILLIECTBEHHBIX MecTax: Kade, OTeNsaX, TOProBbIX LEHTpax u aspornoprax. Tak xe f
ABJISETCA OTJIMYHOH BO3MOXHOCTBIO BbIXoJa B MHTeprner. Ho MHoOrme sxcreprst r
CUHMTAIOT, 4yTO obmenocrynneie WiFi ceT He ABIsIOTCS 0€30MacHbIMH.

Cogerbl no GesonacuocTn pabornl B 06menoctynubix cerax Wi-fi

1. He nmepemaBali CBOIO JHMYHYI0 HHpOpMaLHUIO  depes
obmenocrynHele Wi-Fi cern. PaGoras B HMX, XejaTellbHO HE BBOJIMTEH
HapoJIy OCTYNa, JIOTUHBI U KaKHe-TO HOMepa;

2.  HWcrone3yli u OOHOBISAH aHTUBUPYCHBIE I[IPOrpaMMBl U
Opanamayap. Tem cambiM ThI 06e30macHIls cebs OT 3aKa4YKK BUpYca Ha TBOE
YCTpOHCTBO;

3. Ilpu wucnons3oBanuu Wi-Fi orkmoun ¢yukumo «OOmmit
RocTyn K dainam v npuHTEpam». JlaHHas QYHKIHUs 3aKphITa [0 yMOJIYaHHIO,
OJJHaKO HEKOTOpble IOJb30BaTeNIH aKTHBUPYIOT e€ mansg ypmoOctBa
UCTIONIb30BaHUsA B pabote unu yuebe;

4. He wucnomp3ydi ny6muunetd WI-FI jusa mepenayd JMYHBIX
JAHHBIX, HAaNpUMep, AJsA BbIXOJa B COLHAIbHBIE CETH UIH B JIEKTPOHHYIO
HOUTY;

5. HUcrnonb3y# Tonpko 3amuineHHoe coenuHenue yepes HTTPS, a
He HTTP, 1.e. npu Habope BeG-aapeca BBoaH HMEHHO «https://»;

6. B mob6unpHOM Tenedone otkmoun dyHkuuio «Ilogxmoyenune K

Wi-Fi aBromaruyecku». He nomyckaii aBTOMaTHYecKOro MOJKIIOYEHHUS

ycTpo¥icta Kk cetsM Wi-Fi 6e3 TBoero cornacus.

CounannHble CeTH

CounanpHas CeTh - 3T0 CaliT, KOTOPHIH MPeJOoCTaBIAeT BO3MOXHOCTD JIFOIIM
OCYLIECTBIATh OOLIeHHe MexAy coboii B uHTepHeTe. Yamie BCero B HUX A
3 Ka)KZ0ro YesioBeKa BBLIEIAETCS CBOS IMYHAs CTPAaHHYKa, Ha KOTOPOH OH YKa3bIBaeT

i 0 cebe pa3uyHyl0 MHQOpMAaLHIO, HAYMHAas OT UMEHHU, QaMHIIMM M 3aKaH4YMBas

JMMYHBIMH PoTorpadusmu. MHOTHe OJb30BaTENM HE IIOHUMAIOT, YTO HH(pOpMaLu,
pa3sMelleHHas UIMHU B COLIMAIBHBIX CETAX, MOXKET ObITh HaliieHa ¥ HCIIOIb30BaHa KeM

yroaHo, B TOM 4HUCJIC HE 00s3aTeNbHO ¢ Oj1aruMu HaMECPCHUSAMH.

OcHoBHbIE COBeThHI MO 0€30NMACHOCTH B COUHAJBbHBIX CCTHX!



https://%c2%bb

1. Orpanuyb cnucok apyseid. ¥ TeOs B Ipy3bsiX HE JOKHO OBITH
CIIy4aiHbIX ¥ HE3HAKOMBIX JIIOJEH;

2. 3ammiad CBOKW YacTHylo Xu3Hb. He ykaswiBail mnapoin,
TenedoHsl, agpeca, 1aTy TBOEro pOXASHHUS U APYTYIO JTUYHYIO HHPOPMALHIO.
3MOYMBILIIEHHHKH MOTYT HCIIONB30BaTh AaXe HHQOPMALHUIO O TOM, KaK Th
H TBOM POAMTENH INIaHHpYETE MPOBECTH KAHUKYJIBI;

3. amuwail CBOO pemyTalHIO - ACPXKH €€ B YHCTOTE M 3a]aBai
cebe BOIpPOC: XOTen 6Bl ThI, YTOOBI APYTHE IOJIB30BATENH BUIEIH, YTO ThI
sarpyxaews? Ilogymal, npexae 4yeM 4To-TO OnMy6GNHMKOBaTh, HamucaTh U
3arpy3uTh;

4, Eciy Tl TOBOpHMIUB € JIIOABMH, KOTOPBIX HE 3Haellb, He
UCNONB3YH CBOE PeAIbHOE UM H APYTYIO JTUYHYIO HHPOPMAIINH: HMA, MECTO
XKUTENBCTBA, MECTO y4eObl H Ipovee;

5. WsGeraii pasmewenus ¢otorpapuii B HnrepHere, rae Tl
n300paXkeH Ha MECTHOCTH, II0 KOTOPOHd MOXHO OIpPENETHTs TBOE
MECTOIONOXKEHHUE;

6. Ilpm perucTtpaumum B COLUMAJIBHOH CEeTH HEOOXOAUMO
MCIOJIb30BaTh CNOXKHBIE MAaponH, cocTosmme u3 O6ykB M nudp u ¢
KOJIMYECTBOM 3HAaKOB He MeHee §;

7.  Jlnd coudaysbHOM CeTH, MOYThl M JPYTHX CalTOB HE0OXOZUMO
HCIIONB30BaTh pa3Hele maponu. Torga ecan TeGg  B3IOMAlOT, TO

3JIOYMBIIIUICHHUKH IMOJYYaT OOCTYIl TOJBKO K OMHOMY MECTY, @ HE BO BCE

cpasy.

JJIeKTPOHHDbIE 1CHLIH

ONEeKTPOHHbBIE JEHBIHM — 3TO O4YeHb YHOOHBIHA crocob IuraTexel, 0JHAKO
CyILLECTBYIOT MOLICHHUKH, KOTOPBIE XOTSAT OMYYUTh 3TH AEHBIH.

ONEKTPOHHBIE JEHbI'H MTOSBUINCH COBCEM HeJJaBHO M HMEHHO H3-3a 3TOTO BO
MHOTHX roCyAapcTBax [0 CHX TOp He MPOIIUCAaHO NPO HUX B 3aKOHAX.

B Poccuu ke OHYM pYHKLIHOHUPYIOT U O HHX YK€ IIPONHCaHO B 3aKOHE, Ille UX
pas3leNAroT Ha HECKOJIBKO BUIOB - aHOHUMHbIE ¥ He aHOHUMHbIE. PasHuIa B TOM,
YTO QHOHHMMHBIE - 3TO Te, B KOTOPHIX paspelaeTcs NPOBOJHTH omepaunu 6e3
MICHTHGHKALMH [10630BaTENs, @ B He aHOHUMHBIX HICHTH(HUKALIMY [TOJb30BATEN]

SIBIISIETCS O0s3aTENIBLHOA.




Taxxe chnenyer pasauyaTe O3JeKTpOHHble (GHaTHBIE IEHBIH (paBHEI
rocyJlapCTBEHHBIM BajllOTaM) H JJIEKTPOHHblE HeduaTHble JeHBrH (HE paBHBI
rOCYAapCTBEHHBIM BaIOTaM).

OcHoBHbIe cOBeTbI 1O Ge30NacHOi paboTe ¢ JIEKTPOHHBIMH A€HLIAMH:

1. Tlpussixu x cyeTy MOOHMIbHBIH TeneoH. ITO caMbIil YIOGHBIH 1 .
OBICTPBIN CHOCO6 BOCCTaHOBUTH AOCTYIN K cuery. IIpuBs3aHHEIM TenedoH
TIOMOJKET, €CIH 3a0yAeib CBOH IUTaTeXHbIA NapoJib WK 3aiellb Ha CaliT ¢
HE3HAKOMOT'O YCTPOMCTBa;

2. Hcnonesyit opHopasoBele mnapond. Ilocie mnepexoma Ha
YCHICHHYIO aBTOpH3aLHIO Tebe yxke He OyneT yrpoxarh ONacHOCTb KpaXKH
WIM [lepexBata IUIaTeXHOIro MapoJis;

3. Beibepu cnoxubiit mapons. [lpectynHukam GygeT He IpoOCTO
yrajgarb CJIOXHBIM naposib. HanexxHsle mapojiii — 3TO NapoiH, KOTOpBIE
COJiep’KaT He MeHee 8 3HAaKOB M BKIIIOYAIOT B ce€0s CTPOUYHBIE U MPONUCHBIE
OykBbl, LH(GPBl U HECKOJbKO CHMBOJIOB, TaKHe KaK 3HaK AoJU1apa, (PpyHTa,
BOCKJIMLIATeIbHBINA 3HaK U T.1. Hanpumep, StROng!;;

4, He BBOaM cBOM nHYHBIE OaHHBIE HAa cCaiTax, KOTOPbIM He

JOBEpAEIb.

JJeKTPOHHAS MQYTA
DNEeKTpOHHAs [0YTa — 3TO TEXHOJIOTUA H NPEeJOCTaBIsIEMbIE €10 YCIYTH IO

MIEpEChUIKE U NOMYYEHHIO IEKTPOHHBIX COOOILEH I, KOTOphble paclpeleAloTcs B
KOMIIBIOTepHON ceTH. OOBIYHO JJIEKTPOHHBIA IOYTOBBIA SALIMK BBIMIAOUT
CIEYIOMUM 00pa3oM: UMs_Iob30BaTens@ums_noMeHa. Takxke KpoMe nepefadu
NPOCTOTO TEKCTa, HMEETCS BO3MOXXHOCTD IiepeaaBaTh aiibl.

OcHoBHbIE cOBeThI N0 Ge30nacHoil paboTe ¢ 31eKTPOHHOMH NOYTOIA:

1.  Hapo BbiOpaTh mpaBHIbHBIA NOYTOBBIA cepBuc. B MHTepHerte
€CTb OrpOMHBIH BBIGOp OecCIulaTHBIX NOYTOBBIX CEPBHUCOB, OJHAKO JydYlle
JOBEPATH TEM, KOro 3HaeLlUb M KTO NEPBBIA B pEHTHHTE;

2. He yxaspiBaifi B JHYHON IouTe JHYHYI0O HHPOpPMALHIO.
Hanpumep, ny4me BbiOpaTh «My3bIKanbHBIH (haHaT@» HIH «pok2013»
BMecCTO «TeMmal3n;

3. Hicnonp3yii ABYXdTanHylO0 aBTOpHU3aLHI0. DTO KOIJa INOMHMO

[1apoJisi HY)KHO BBOOUTH KOJ, IpHChUIaeMsbli 1o SMS;




-

4.  Bribepn cnoxsblfi mapons. J[if Kaxaoro IOYTOBOro sIHKa
JIOJKEH OBITH cBoit HaAEXHBIH, YCTOHUMBEIH K B3JIOMY Napob;

5. Ecnu ecTp BO3MOXHOCTH HAmUCaTh CaMOMY CBOH JIHUHBIH
BONpPOC, UCNOJIb3yH 3TY BO3MOXHOCTE,

6. Hcnons3yil HeCKONbKO IOYTOBBIX SIIMKOB. IlepBbIii mams
YaCTHOM TMEPENUCKH C aJpecaTaMH, KOTOPHIM Thl JOBEpsA€ilb. JTO
3JIEKTPOHHBIN aJipec HE HaJl0 UCIIONb30BaTh PH PETUCTPAllU Ha PopyMax H
caiTax;

7.  He orkpsiBail ¢aiinsl ¥ Apyrue BIOXKEHUS B HCHMaXx Jaxe ecli
OHH INpHUIUIMA OT TBOUX Apy3eil. Jlydine yTOUHH y HHMX, OTIIPaBISAIU JIU OHH
tebe 3TU Qaiisl; _

8. Ilocne oxoHyanuss pabGoThl HAa NOYTOBOM CepBHCE Iepexn

3aKpBITHEM BKJIQIKH C CAaTOM He 3a0yap HaxaTh Ha « BBIATHY.

Kn6epOy /JUINHI HJIH BHPTYa/ibHOE H3/1eBATEILCTBO
Kubepbymnmuur —  mpecnenoBaHue  COOOIICHHSIMH,  COAEPXKAIHMHM

OCKOpOJIeHH S, arpeccHio, 3aITyTUBaHUeE; XYJIHUTaHCTBO; COUHAIbHOE
60iKOTHpOBaHHE C MOMOILBIO Pa3IHYHbIX HHTEPHET-CEPBHCOB.
OcHoBHbI€ coBeThI 110 6opble ¢ kHGEepOYNITHHIOM:
1.  He 6pocaiics B 60if. Jlyumuunii coco6: mocoBeToBaThCs Kak cebs
BECTH M, €ClId HEeT TOro, K KOMY MOXHO OOpaTHTbCs, TO BHayaje
ycnokouTbes. Ecnu Tl HauHeIb 0TBeyaTh OCKOPOICHUsIMH Ha OCKOPOIeH S,
TO TOJIBKO elle GOoJIbIIE pa3oiOKeIb KOHGIIHKT,;
2. VYnpapnsii cBoelt kubeppemyTaluei;
3. AHOHMMHOCTP B ceTH MHMMag. CyllecTBYIOT CHOCOOEI
BBISICHUTbH, KTO CTOUT 332 aHOHUMHBIM aKKayHTOM;
4. He crour BecTH XynuraHckudl oOpa3 BHpPTYalIbHOH H3HH.
HHTepHeT QUKCHpYeT Bce TBOU AefCTBHUS U COXpaHAeT UX. Y AaIUTh ux 6yaer
KpaiiHe 3aTpyAHUTEIBHO;
5. Benu cebs BeXIIHBO;
6. HUrnopupyii € IMHUYHBIH HEraTus. OnHopa3oBblie
OCKOpOHTENbHble COOOLUEHHs Iydlne HUrHOpHpoBaThb. OOBIYHO arpeccHs

IpeKpalaeTcs Ha Ha4YalbHOH CTa/luH;




7.  bam arpeccopa. B nporpaMMax oOMeHa MrHOBEHHBIMH
COOOLICHUSAMH, B COLMAIBHBIX CETAX €CThb BO3MOXHOCTH OJIOKHPOBKH
OTNPAaBKH COOOIIEHHH C ONpe/ieIeHHBIX alpeCcoB;

8. Ecam T1Bl cBuAerenb kKuOepOymmuura. TBoM paeHCTBHS:
BBICTYIIMTh IIPOTHB MpeciefoBareNs, NOKa3aTh €My, YTO €ro JeHCTBUA
OLCHUBAIOTCA  HEraTHMBHO, MOAAEPKAaTh KEPTBY, KOTOpOi HyXHa
[ICHXOJIOTHYECKas IOMOIb, COOOLIMTH B3POCHBIM O (paKTe arpecCHBHOIO

MMOBCACHHUSA B CCTH.

Mo6OnabHbiii TesedoH

CospeMenHbie cMapT¢OHBI U TUIaHIIETH COAEPXAT B cebe BIOJIHE B3POCIIbIi
GyHKUMOHAN, W Temepb OHH MOIYT KOHKYypPHpPOBaTb CO CTalHOHAPHBIMH
KoMnbroTepaMu. OfHAKO, CpEACTB 3alUMUThI IIA NOJOOHBIX YCTPOMCTB HOKA OUYeHb
Majio. TecTHpOBaHUE U NTOUCK YA3BUMOCTEH B HUX [IPOUCXOANUT HEe TAK MHTEHCHBHO,
Kak Juis 1K, To xe caMoe kacaercss ¥ MOOUIIBHBIX MPHJIOKEHHH.

CoBpeMeHHBIe MOOWIIbHBIE Opay3epbl yxXe IpaKTHYeCKd JOTHaIH
HACTOJIbHbIE AHAIOTH, ONHAKO pAaCIIMpeHHe (QYHKUMOHANa BiEe4eT 33 coboi
OONbUIYIO CII0KHOCTH M MEHBIIIYIO 3aIHIIEHHOCTD.

Janeko He Bce NPOU3BOAMTENH BBIMYCKAIOT OOHOBJIEHHS, 3aKpbIBAIOLIME
KPUTHYECKHE YA3BUMOCTH VIS CBOMX YCTPOHCTB.

OcHoBHbBIE COBeTHI 111 6e30nacHOCTH MOOGHIIBLHOTO TeJledoHa: ‘

1. Bynp octopokeH, Beap koraa Tebe npepsararor OecrnaTHBIN

KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHe-TO IIaTHBIE YCIYTH;

2. Jymaii, npexnge 4eM otnpaButh SMS, ¢oto wiu Buzeo. Tel

TOYHO 3HAEIIb, TAEC OHH OYIyT B KOHEYHOM HTOTE?

3. Heobxomumo OOCHOBIATH OINEPAUHOHHYIO CHCTEMY TBOETO
cmapTdoHa;
4.  Hcnonwp3yil aHTHBHPYCHBIE @pOrpaMMbl i MOOMIBHBIX

TeJIe(pOHOB;

5. He 3arpyxaii npHJIOXeHHsA OT HEU3BECTHOTO UCTOYHHUKA, BEAb

OHH MOTYT COJIepKaTh BpeJJOHOCHOE NpOrpaMMHOe 0OecrieueHue;

6. Ilocne Toro kak THl BeIAJENIb C CaiiTa, rZle BBOAHWI JHYHYIO

HHOpMaLHIO, 3aiiIu B HacTpoHKU Opay3epa U yaainH cookies;

7. Ilepuognvecku IpoBeEpA KaKue IUIATHBIE  YCIYTH

AKTHUBHPOBAHBI HA TBOCM HOMEPE,




8. [aBaii cBoii HOMep MOOMJIBLHOro Tele(oOHA TONBKO JIOIAM,
KOTOPBIX THI 3Haelllb H KOMY JOBEpAEIb;
9. Bluetooth pomkeH OBITh BBIKJIOYEH, KOTga Thl HM He

none3yewbcesd. He 3a6biBait HHOTJa MPOBEPSATH 3TO.

OUHWHHT HIH KPAXkKa JIMYHbIX JaHHbIX

InaBHas uens ¢ummHr - Buaa VIHTepHeT-MOIEHHMYECTBAa, COCTOMT B
MOJY4YeHUH KOHQHISHIHANBHBIX AaHHbIX MMOJIb30BaTelieif — JOrMHOB M Tapojei.
Ha anrnuiickom s3pike phishing uurtaercsa kak ¢umuHr (ot fishing — psiOHas
JNIOBJIs, password — MapoJik).

OcHoBHBIE coBeThI 10 Goph6e ¢ pHIMHIOM:

1.  Cnenm 3a cBOoMM akkayHTOM. Ecni THI IToto3peBaeiib, YTO TBOS
aHKera Obula B31OMaHa, TO HEOOXOAHMMO 3a0JIOKMpOBAaTh €€ H COOOLIHTH
aIMHHHCTpAaTOpaM pecypca 00 3TOM Kak MOXHO CKOpee;

2. Hcnonw3yiéi 6e3omacHble BeO-caliThl, B TOM YHCJE, HHTEPHET-
MAara3uHOB U MIOMCKOBBIX CHCTEM;

3.  Hcnonb3yii clnoxHBEIE H pa3Hbie MapoiH. TakuM obpa3oM, eciu
Te6A B3NOMAIOT, TO 3JIOYMBINUICHHUKH IOMy4YaT JOCTYI TONBKO K OJHOMY
TBOEMY IIPOQUIIIO B CETH, a HE KO BCEM;

4, Ecnu Te6s B3nomainu, To He00OX0AMMO NpeAyIPeUTh BCEX CBOMX
3HaKOMBIX, KOTOpbIe JoOaBleHb! y TeOst B APY3bAX, O TOM, YTO TeOs B3IOMaNu
M, BO3MOXKHO, OT TBOEro MMeHHM OyAeT pacchlIaThCs CllaM M CCBHUIKH Ha
(GHILMHIOBBIE CANUTBI; 5
5. VYcranoBu HagexHbd naposib (PIN) Ha MOOHIIBHELH Tene@oH;
6.  Otkmouyn coxpaHeHUe mapois B 6paysepe;

7. He otkpriBaii ¢aitnel U gpyrue BIOXXEHHs B NHCbMAaxX JaXe €CIIH
OHH NPHIIM OT TBOUX Apy3eH. JIyullle yTOuHM Y HHUX, OTIPABISJIH JIM OHH

Tebe 3TH ainbl.




